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Mimecast Email Security,

Cloud Gateway

Easily secure complex email environments. Customize
policies. Integrate with and extend your security
ecosystem. Get world-class email security efficacy.

Your must-have, Al-powered email
security & resilience companion for
M365 & Google Workspace

Email-based cyber threats continue to be

one of the biggest risks organizations face. From
phishing and ransomware to credential harvesting
and zero-day attacks, the volume and
sophistication of threats targeting your most
essential communications tool continues to grow.
Your work surface is now your risk surface.

Secure even the most complex email
environments, customize policies to meet your
speci ic needs, and extend protections through a
range of complementary solutions with Mimecast
Email Security, Cloud Gateway (CG). A Secure Email
Gateway in the cloud, it uses Al-powered detection
to defend against the most sophisticated attacks,
while integrating seamlessly with M365 and Google
Workspace to bolster defenses and achieve
complete protection.

Global brands
trust Mimecast 40k

Email customers globally

Key Benefits

* Secure any type of email environment -

M365, Google Workspace, on-premise,
cloud, hybrid

* Block the most dangerous threats with

Al-powered detection

e Customize policies to meet your

specific needs

* Easily manage large and complex email

environments - AAA, FAA, frequent M&A

* Extend and simplify email

protection with fully integrated,
complementary solutions

* Easily integrate Mimecast with your

larger security ecosystem

1.3B

Emails inspected by Mimecast daily, giving
us the industry’s most robust view of the
email threat landscape



Easily secure complex email environments. Customize policies. Integrate with and extend your security ecosystem.

Block all email-based threats

As the leader in email security for 20 years,
Mimecast offers industry-leading detection and
world-class efficacy trusted by 40,000 customers
globally. By applying the right detection
capabilities at the right time, Email Security CG
surrounds your communications with continuous
protection to block the most sophisticated
threats, from phishing and ransomware to
credential theft and zero-day threats. The
industry’s most robust view of the email threat
landscape - derived from Mimecast's inspection
of 1.3 billion emails daily - powers instantaneous
blocking of the vast majority of email-based
attacks, while the latest in Al and Machine
Learning provides intelligent detection of both
emerging and unknown threat types.

Limit attacker reconnaissance and
empower employees with Al-driven
warning banners

Email Security CG protects employees all the way
down to the point of risk, applying Social
Graphing to map communications patterns,
identify anomalies, and detect attacks that use
techniques like file-less malware and social
engineering. Al-powered warning banners are
then applied only to emails that warrant them
and updated in real-time across devices when
risk levels change. The solution also detects and
alerts employees to potentially misaddressed
emails and removes embedded email trackers
that can reveal details, like the user’s physical
location, that can be used to create highly-
targeted attacks.
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Easily secure even the most

complex email environments

Complex organizations often come with complex
email security requirements - hybrid email
deployments, regional and global differences,
AAA or FAA, frequent M&A activity, and more.
Email Security CG provides flexible and effective
tools for managing large or complex email
infrastructures, allowing for individual domains
or divisions that require segmentation or
separation of administrative duties — but with
control retained by top-level administrators.
Flexible policy inheritance ensures group

or corporate level policies replicate down to
regional or divisional business accounts.

Easily integrate Mimecast with

your larger security ecosystem

Email Security CG accelerates and simplifies
integration with other security technologies, such
as SIEM, SOAR, TIP, XDR, and more. Integrating
Mimecast with your other solutions and sharing
intelligence from the top attack vector — email
— is fast and easy, opening up endless
opportunities to accelerate detection, speed
response, reduce manual effort, and optimize
investments.
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Easily secure complex email environments. Customize policies. Integrate with and extend your security ecosystem.

Customize email security policies to
meet your specific needs

Email Security CG offers protections that are
optimized upon deployment while also supporting
the policy customization and granular controls
that many IT and security teams require, from
user segmentation and quarantine settings to
spam filtering, customization of inline education
and warning banners, and more.

The solution’s global policy engine is accessed
through an intuitive, unified administration
console that provides both ease of use and
visibility.

Get complete protection for M365 and
Google Workspace

Mass consolidation on M365 and Google
Workspace has increased attackers’ focus

on these critical productivity platforms, with more
and more threats specifically designed to evade
their defenses. Email Security CG integrates
seamlessly with these environments and uses
Al-powered detection to shut down attacks that
incumbent email providers miss.
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Enhance protection with fully
integrated, complementary solutions
One attack vector, one problem - what if that was
all you had to solve for? You have to do more, so
Mimecast does more too. Our fully integrated,
complementary solutions let you address a

wide range of challenges simply, effectively, and
affordably.

DMARC management

Get full visibility and control of who sends emails
on your behalf by accelerating and simplifying
implementation of the DMARC protocol

Insider risk protection

Prevent attacks from spreading internally and to your
supply chain by applying best-practice inspections to
internal and outbound email

Continuity

Keep email flowing in the face of planned or
unplanned downtime with easy to manage, intuitive
continuity capabilities

Message encryption

Let users securely send sensitive information with
message encryption that's easy for them to use and
simple for you to administer

“Our global platform is often changing through mergers and acquisitions.

We need partners that can scale with us and stay flexible.

Erik Hart, Chief Information Security Officer, Cushman & Wakefield

As the top attack vector, email deserves more.

More than 90% of cyberattacks start with email. Get world-class email security
designed for your organization’s unique needs with Email Security CG.

E Visit mimecast.com to learn more
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