Solution Brief |T|| mECESt“

Protect Communications

Protecting you where work happens

A New World of Risk

Security teams today face a new world of risk.
Work environments transformed overnight and

became exponentially more complex as a result.
And new ways of working have driven mass
adoption of communications and collaboration
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tools, reducing control and making employees
more vulnerable than ever. The work surface is
now your risk surface.
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At Mimecast, we believe organizations shouldn't

have to choose between productivity and
security. Our fully integrated Email Security
solutions, powered by the Mimecast X1
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Platform, protect you where work happens,
delivering best-in-class security for the top
attack vector - email - and reducing risk,

cost, and complexity at every organization’s
most vulnerable point: the intersection of
communications, people, and data.
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Protecting you where work happens

Control Risk

mimecast

When it comes to keeping communications, people, and data secure, perhaps no area is more critical
than email. This key communications tool is the entry point for the majority of attacks - attacks designed
to cripple your business, target vulnerable employees, and compromise the data you are entrusted to
protect. The growing sophistication and volume of email-based threats mandate a solution that'’s as agile,
intelligent, and scalable as the methods deployed by those who seek to do you harm. Enter Mimecast.
We turn email security into the eyes and ears of your organization.

Block all email-based threats
with Al-powered detection

As the leader in email security for 20 years,
Mimecast offers industry-leading detection

and world-class efficacy trusted by 40,000
customers globally. By applying the right
detection capabilities at the right time, Mimecast
Email Security surrounds your communications
with continuous protection to block the most
sophisticated threats, from phishing and
ransomware to credential theft and zero-day
threats. The industry’s most robust view of the
email threat landscape - derived from Mimecast's
inspection of 1.3 billion emails daily - powers
instantaneous blocking of the vast majority of
email-based attacks, while the latest in Al and
Machine Learning provides intelligent detection
of both emerging and unknown threat types.

Partner with the experts at securing
M365 and Google Workspace

Mass adoption has increased attackers' focus

on productivity platforms like M365 and Google
Workspace. The best defense is a layered
approach that can block attacks designed

to evade native security defenses. Offering
unparalleled expertise in protecting these
environments, Mimecast is your must-have email
security and resilience companion for M365 and
Google Workspace.

« 27K+ customers who use Mimecast alongside M365

+ Seamless integration with M365 and
Google Workspace

+ Fast, easy integration with Azure Sentinel
« Simple to create custom queries and analytics

* Unified administration console

Accelerate detection and response with fast, easy bi-lateral threat sharing

As the top attack vector, email is a goldmine

of information that can be used to accelerate
detection and response. That's why Mimecast
makes it simple to share threat intelligence with
your other security solutions. Thanks to our
open API, integrating Mimecast with solutions
like SIEM, SOAR, CASB, and XDR is fast and easy,
opening up endless opportunities to accelerate
detection, reduce manual effort, and optimize
security investments.
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Protecting you where work happens

Control Complexity
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Attackers are relentless, and their sophistication will only continue to grow. How has the security

industry responded? By applying an array of technologies designed to keep attackers at bay. The result is
often a complex web of systems, an overwhelming volume of alerts, and security teams that spend more
time managing technology than risk. At Mimecast, we believe that world-class security and simplicity

don't have to be mutually exclusive.

Simplify security with fully-integrated, complementary solutions

One attack vector, one problem - what if that was all you had to solve for? You have to do more, so

Mimecast does more too. Our Email Security solution suite lets you address a wide range of needs from

single, fully integrated platform.

Social Engineering Defense

Empower users with Al-driven warning banners
surfaced and updated in real time based on risk.

DMARC Management

Get full visibility and control of who sends emails
on your behalf by accelerating and simplifying
implementation of the DMARC protocol.

Insider Risk Protection

Prevent attacks from spreading internally and
to your supply chain by applying best-practice
inspections to internal and outbound email.

Continuity

Keep email flowing in the face of planned or
unplanned downtime with easy to manage,
intuitive continuity capabilities.

Message Encryption

Let users securely send sensitive information with
message encryption that's easy for them to use
and simple for you to administer.

Looking for best-in-class protection for your data and your people?

Check out Mimecast’s Data Retention Solutions and Security Awareness Solutions.
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https://www.mimecast.com/solutions/governance-risk-and-compliance-grc/
https://www.mimecast.com/solutions/employee-cyber-awareness-training/
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Ready to Get Started?
Let's find the right solution for you.

World-class email security, total deployment flexibility.

No two organizations are alike. That's why Mimecast gives you the best email protection in the
industry, with two different deployment options designed to meet varying requirements. Whether your
environment is large or small, complex or straightforward, well-resourced or lean and mean, Mimecast
delivers world-class email security efficacy in the way that best meets your needs.

Which solution is right for you?

Email Security, Cloud Integrated - coming soon Email Security, Cloud Gateway

An Integrated Cloud Email Security solution that A Secure Email Gateway in the cloud, Email Security,
does not require an MX record change, Email Cloud Gateway is designed to keep any type of email
Security, Cloud Integrated is purpose-built to environment, even the most complex, secure. Offering
enhance and extend M365 protections. Deploying in advanced administration capabilities and a broad

just minutes and providing optimized protections range of complementary solutions and integrations,
out of the box, it's the ideal solution for IT and it's the ideal solution for IT and security teams that
security teams that want to bolster M365 protection want to control risk while also taming complexity.

while making email security administration a snap.

+ Optimized M365 protections + Optimized protections for any email environment

(M365, Google Workspace, hybrid, on-premise)
+ Deployment in minutes (no MX record change)

_ _ _ « Support for large and complex environments
* Protection for a single email tenant (FAA, AAA)

* Out-of-the-box settings « Highly customizable policies

* Minimal configuration + Simplified integration with other security tools,
L o . such as SIEMs, SOAR, TIP, XDR, and more.

« Simplified administration

+ Integrated, complementary solutions (Continuity,

* One-click remediation Archive, DMARC, and more)

+ Extensibility through an open API

Visit mimecast.com to pre-register for your free trial today Visit mimecast.com to schedule a demo today

World-class email security efficacy

Al-powered detection
Email security trusted by 40K customers globally

Work protected with Mimecast

Email communications are the beating heart of your business. Securing them is the beating heart of ours. As the top attack
vector, email demands the strongest possible protection. In other words, it demands Mimecast. With 20 years of experience,
40K customers globally, and the industry’s most advanced detection capabilities, Mimecast is your must-have email security and
resilience partner.



